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One embodiment of the invention provides a method and 
apparatus for remotely managing data in a network system 
comprising at least one mobile device (e.g. a PDA, cellular 
phone, two-way pager, or mobile computer) and a least one 
server computer connected via an interconnection fabric, 
wherein the mobile device is registered with the server and 
configured to issue commands to a bot service using elec- 
tronic mail messages or some other viable data transmission 
mechanism. The bot service responds to the commands by 
interfacing with the server computer to perform the 
requested action on behalf of the mobile device. 
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METHOD AND APPARATUS FOR 
REMOTELY MANAGING DATA VIA A 
MOBILE DEVICE 

5 

BACKGROUND OF THE INVENTION 

1. Field of the Invention 

This invention relates to the field of computer software. 
More specifically, the invention relates to remotely manag- 10 
ing data stored on a networked device via another networked 
device. 

2. Background Art 

Server devices, such as data processing and computing 
systems, typically maintain data and information for access 15 
by mobile devices. An increasing number of such mobile 
devices are configured to interact with and/or obtain data 
from a server computer via a communication link such as a 
computer network. Such mobile devices may comprise 
client computers, Personal Desktop Assistants (PDAs), two- 20 
way pagers, and cellular phones. A problem with current 
mobile devices is that such devices do not provide an 
efficient method for accessing and managing data main- 
tained in server computers. For example, current mobile 
devices typically require modification in order for the device 25 
to properly communicate with the server. 

An existing method for alleviating such problems has 
been to provide a gateway for each specific type of mobile 
device using a private communication protocol between the 
mobile device and the server computer. The gateway is 30 
configured to provide users of such mobile devices the 
ability to access and manage information maintained on the 
server (e.g., email messages). However such a private pro- 
tocol is specific to each mobile device, requiring each 
mobile device to be specifically modified and/or configured 35 
to use such a protocol. The server must further include the 
capability for using a specific/different protocol to commu- 
nicate with different types of mobile devices. Such methods 
are inefficient, expensive, and time consuming to imple- 
ment. 40 

There is therefore a need for an efficient method and 
system for remotely managing and/or accessing information 
stored on a networked device via another networked device. 

SUMMARY OF THE INVENTION 45 

The present invention satisfies these needs by providing 
mobile devices users with a way to control the type of 
information supplied to the device by one or more server 
computers. In an embodiment of the invention, users may 50 
accomplish this by transmitting a command message to a bot 
service which works on behalf of the user and directs the 
server to respond to the action specified in the command 
message. The command message provides users with a way 
to uniformly manage and/or control data residing on the 5s 
server computer from different types of mobile devices. 

One embodiment of the invention provides a method and 
apparatus for managing data in a network system comprising 
at least one mobile device (e.g. a PDA, cellular phone, 
two-way pager, or mobile computer) and at least one server 60 
computer connected via an interconnection fabric, wherein 
the mobile device is registered with the server and config- 
ured to issue commands to a bot service using electronic 
mail messages or some other viable data transmission 
mechanism. The bot service responds to the commands by 65 
interfacing with the server computer to perform the 
requested action on behalf of the mobile device. 



,855 Bl 

2 

An aspect of the invention provides mobile devices with 
a mechanism for performing remote operations on an asso- 
ciated service such as an electronic mail queue and/or 
calendar. Each associated service resides on a server and has 
a state which may be set by issuing a command message to 
the bot service. The bot service responds to the command 
message by instigating the remote operation which in turn 
causes an action to occur (e.g. it may change the state of an 
associated service). Such operations may be performed from 
multiple locations, using different mobile devices, at differ- 
ent periods of time. Each mobile device may interface with 
the bot service using electronic mail software. 

To begin using the system, a mobile device is registered 
with the bot service. The bot service is configured to 
interface with the server computer and cause commands to 
execute on behalf of the user of the mobile. In one embodi- 
ment of the invention, command messages are issued to the 
bot service by transmitting an email message to an address 
associated with bot service. For example, after registering a 
mobile device with the bot service, a user of the mobile 
device may transmit a command message to a network 
address associated with the bot service 
(e.g.bot@company.com). The command message specifies 
one or more actions that are to be performed on behalf of the 
device. The command message may, for example, direct the 
server to retrieve, forward, delete, and/or move electronic 
mail messages. The invention also contemplates other 
actions such as generating a new message, looking up 
calendar events, inserting a new event, querying a database, 
or any other type of action that may be performed on the 
server and generate a result that is to be displayed on a 
mobile device. The command message may be transmitted 
via emails or by any other service capable of providing a 
command message to the bot service. 

BRIEF DESCRIPTION OF THE DRAWINGS 

These and other features, aspects and advantages of the 
present invention will become better understood with regard 
to the following description, appended claims and accom- 
panying drawings where: 

FIG. 1 shows a block diagram of a network system in 
which an embodiment of the present invention can be 
implemented; 

FIG. 2 shows a flow diagram that illustrates how an 
embodiment of the invention performs the method of man- 
aging information resident on a server computer from a 
mobile device; 

FIG. 3 shows a block diagram of a computer system 
capable of providing a suitable execution, environment for 
the server as described in one or more embodiments of the 
invention; 

FIG. 4 illustrates an example of the process utilized in one 
embodiment of the invention to configure a mobile device 
for usage with the system; and 

FIG. 5 is a flow diagram showing the process utilized by 
one embodiment of the invention to manage information on 
a server from a mobile devices such as a pager. 

DETAILED DESCRIPTION OF THE 
INVENTION 

The invention is a method and apparatus for managing 
information via a mobile device. In the following 
description, numerous specific details are set forth to pro- 
vide a thorough description of embodiments of the inven- 
tion. It is apparent, however, to one skilled in the art, that the 
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invention may be practiced without these specific details. In In one embodiment of the invention, the interconnect 
other instances, well known features have not been fabric provides actively managed, low-latency, high- 
described in detail so as not to obscure the invention. bandwidth communications between mobile device and bot 
Generalized Overview service 108. One embodiment contemplates a single -level, 
, <. . . . LJJ 5 switched network, with cooperative (as opposed to 

One embodiment of the invention provides a method and eti ) network lraffiCi Dedicated or shared communi- 

apparatusformana^ J interconnects may be used in the present invention, 

at least one mobile device (e.g. a PDA, cellular phone, J r 

two-way pager, or mobile computer) and at least one server The system 100 further comprises one or more mobile 

computer connected via an interconnection fabric, wherein devices 106 than can be interconnected to servers 104 or 102 

the mobile device is registered with the server and config- 10 via communication links to network 105. For example, a 

ured to issue commands to a bot service using electronic mobile device may use a modem or other such mechanism 

mail messages or some other viable data transmission to connection to server 104. Mobile devices utilized by one 

mechanism. The bot service responds to the commands by embodiment of the invention are configured to send and 

interfacing with the server computer to perform the receive electronic mail data. For example, if mobile device 

requested action on behalf of mobile device. 15 jo6 is a pager, the pager is configured to send and receive 

An aspect of the invention provides mobile devices with alphanumeric data. Server 104 is a computer configured to 

a mechanism for performing remote operations on an asso- process electronic mail data. For example, server 104 may 

ciated service such as an electronic mail queue and/or accept and store electronic mail data in mailbox associated 

calendar. Each associated service resides on a server and has with a particular user. Server 104 may be, for example, 

a state which may be modified or set by issuing a command 20 configured to support IMAP (Internet Message Access 

message to the bot service. The bot service responds to the Protocol). 

command message by instigating the remote operation \MAP provides a method for accessing electronic mail 

which in turn causes an action to occur (e.g. it may change and / or bulletin messages that reside on server 104. The 

the state of the associated service or send data back to the IMAP protocol comprises operations for creating, deleting, 

mobile device). Such operations may be performed from 25 renammg mailboxes, checking for new messages, perma- 

multiple locations, using different mobile devices, at differ- nent i y remov ing messages, setting and clearing flags, server 

ent periods of time. based parsing, searching, and selective fetching of message 

To begin using the system, a mobile device is registered attributes, texts, or portions thereof. Thus, IMAP permits a 

with the bot service. The bot service is configured to mobile email program on a mobile device (e.g. a mobile 

interface with the server computer and cause commands to 30 computer) to access remote message stores as if the mes- 

execute on behalf of the user of each mobile device. In one sages were stored on the device itself (e.g. in a location 

embodiment of the invention, command messages are issued independent manner). 

to the bot service by transmitting an email message to an In one embodiment of the invention server 104, comprises 

address associated with the bot service. For example, after data b a se 110, user interface 116, bot service 108, messages 

registering a mobile device with the bot service, a user of 112> and calendar 114. Mobile device 106 may, for example, 

each mobile device may transmit a command message to a communicate with bot service 108 to obtain access to and/or 

network address associated with the bot service (e.g. modif y messages 112, calendar 114, or database 110. 
bot@company.com). The command message specifies the 

action that is to be performed on behalf of the device. The Example Method for Managing Data via a Mobile 

command message may, for example, direct the server to 40 Device 

retrieve, forward, delete, and/or move electronic mail mes- _ e , „ _ . , M1 4 t 

J, . , t , t . Referring now to FIG. 2, a flow diagram that illustrates a 

sages. The invention also contemplates other actions such as , , , & . & 

& , , . , A method for managing data that resides on a server computer 

generating a new message, looking up calendar events, ,., * . iA , . , ^ 4 , , . .f. . 

? , & * ■ j.u *u * 104 from mobile device 106 is shown. The method initiates 

inserting a new event, querying a database, or any other type „ , . . , 

c 4 u . u * a *u a 45 at step 200, where a command message is generated by a 

of action that may be performed on the server and generate w , .? , * _ • • / 

* • . * i_ j* 1 j 1 • 1 1 * t*i» mobile device 106. The command message comprises inior- 

a result that is to be displayed on a mobile device. The . „. , , f t . * ., 

j ■ u * •** j • _ -l u mation utilized to identify and manage data that resides on 

command message may be transmitted via email or by any 3 . , & . . . . , 

4 . • , * ( a wmmo „ A m ,«l server 104. Once the message is formulated it is transmitted 

other service capable of providing a command message to * . , 

iL , t r v & 0 to bot service 108 (step) 201 which in turn causes the 
the bot service 

50 command to execute on 104 (step 202). In one embodiment 

Example System of the invention, command messages adhere to a generalized 

FIG. 1 is a block diagram of system 100 in which an syntax that may be utilized by multiple types of mobile 

embodiment of the present invention can be implemented. devices. In other embodiments of the invention, different 

System 100 comprises one or computing systems (e.g., types of mobile devices each support a unique syntax. Bot 

server computers) 104 and 102 interconnected to an inter- 55 service 108 is configured to understand multiple types of 

connection fabric 105. In an embodiment of the invention, commands and is capable of translating such commands into 

interconnection fabric 105 comprises any of multiple suit- actions to be performed by the server, 

able communication paths for carrying data between one or When the command message is transmitted to bot service 

more mobile devices 106 and server 104 and/or 102. The 108, step 202 executes. The command message may be 

interconnect fabric may be, for example, a local area net- 60 encapsulated inside an electronic mail message or any other 

work implemented as an Ethernet network. Any other local type of data product. At step 202, bot service 108 receives 

network may also be utilized. The invention also contem- the command message and locates data associated with the 

plates the use of wide area networks, the Internet, the World command message. For example, if the command message 

Wide Web, and other such networks. The interconnect fabric directs the bot service 108 to obtain the last 25 electronic 

may be implemented with a physical medium such as a wire 65 mail documents that reside on server 104 and that are 

or fiber optic cable, or it may be implemented in a wireless associated with the mobile device 106 that submitted the 

environment. command message, bot service 108 will execute the com- 
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mand at server 104 on behalf of the user who submitted the received from mobile device 106. Bot service 108 then 

command. At step 204, the data associated with the com- modifies, provides, and/or manages the identified data in a 

mand message is managed in accordance with the directive manner that complies with the directive encapsulated in the 

in the command message. command message. For example, bot service 108 may 

In one embodiment of the invention, the method further 5 generate and transmit a responsive email message addressed 

comprises generating an reply message at server 104, the to mobile device 106 that comprises information related to 

reply message comprises information related to the data that the identified data and/or command execution, 

resides on server 104 (e.g. step 206) Once the message is ^ embodiment of the inven tion, for example, provides 

generated it may be transmitted to the mobile device 106 ^ a tQ m yiew summaries> fead) df 

(step 207) for processing^ reply message is received at 10 dd v etc) m s m sent from other 

the mobile device at step 208 and processed and/or rendered ^ {q mv/ork 1Q0 for the user and 

for display. The reply message may be formulated as an maintained at server 104 > s ( rate server) mail 

email message and may comprise a menu of command p ^ ^ m m & m ^ mobile 

alternatives. The reply message may also comprise data ^ 1Q6 usi ^ ^ comained on mobile 

requested m the command message. 15 deyice 1Q6 ^ for exampkj ^ usef wi&hes tQ manage 

An embodiment of the invention contemplates the use of messages 112) the user may do so by transmitting a corn- 
mobile devices (e.g. mobile device 106) that have an email mand message to bot service 10 8 that directs server 104 to 
interface. The method illustrated in FIG. 2 may be imple- prQvide a summary of meS sages 122. The command mes- 
mented as a remote data retrieval and/or modification ser- be formulated as part of m electronic mail 
vice (e.g. bot service 108). Such a method may, for example, 2 o document 

provide a mechanism for enabling users to manage mail on , . , 4 

r . . .. . . . j ■ °, ■ „„ The user may send the command message to a specific 

existing email capable servers via a mobile device having an . ; . 1AO TT & • ♦ r.u 

* 4 j -i A A / DriAo t „,„ „„„ „ OM « * 1 address associated with bot service 108. Upon receipt of the 

associated email address (e.g. PDAs, two-way pagers, eel- -mo j*u nn* 

Mar phones, etc.). Mobile device 106 may use the invention «* nDM ? d ™ssage, bot service 108 accesses database 110 to 

to retrieve and remotely control data maintained network 25 ^ mm * th ° emai1 add ' ess a ? socla,ed w '' h the f 1 ^ ° f 

, nft/ ' tnA 1fM \ the command message (i.e., the email address of mobile 

system 100 (e.g. on server 104 or server 102). . . ,. ? c v '. . , , . , 

' \ .. e L • • l / - mo device). The address information is utilized, for example, to 

In an embodiment of the invention bot service 108 locate ' m s m that are mainlained on l04 . .„ 

compos a Java server miplemented utilizing Java Soviet accordance ^ one t of the inventioil) bot service 108 

technology, having an Application Programming Interface tes a mess ^ the information 

(API) for receiving .remote commands via command mes- 30 * d ^ tne H command m . Bot xnict 108 may> 

sages from mobile devices 106. Bot servrce 108 is config- fo * (e a j m addressed tQ ^ 

ured to manage data maintained m an email server capable address a 4, ci f ted wi(h mobile devic6 106> that a 

server such as server 104 (or data maintained in other sum rf me m „ completion of tne 

servers, storage devices, computing systems, etc. connected ^ task ^ 108 transmits ^ , m 

to that server with bot service 108). In one aspect ot the 35 g . . n . m , . . . « . . m , • ln ,„ 

. . 7 . . r 11A (e.g. via email) to mobile device which in turn displays the 

invention, bot service 108 maintains a database 110 com- ^sult to the user 

prising information about each user and information about ' 

the corresponding mobile device 106 associated with that ™* uscr can ih ™ review the summary of messages 

user. The database, for example, may contain an email contained in the reply message, select one or more of the 

address that can be utilized to transmit data to mobile device 40 messa S es for detalled review > and g™ erate and transmit a 

106. The information maintained in database 110 (e.g. email ^ cond command message from mobile device 106 to the 

address associated with a mobile device) is typically specific address at server 104, wherein the second command 

obtained from users during a registration process, however, messa S e identifies the selected messages and comprises 

such information may be obtained at other times and later commands for bot service 108 to provide full text of the 

modified by the user. During the registration process the user 45 messa S es 112 to the user at moblle device 106 

provides a user profile that comprises information about the Upon receiving the second command message, bot ser- 

user and mobile device(s) associated with that user. Data- vice 108 recognizes the address (e.g. the email address) of 

base 110 further comprises information about data main- mobile device 106 as the sender of the second command 

tained in server 104 (e.g., messages intended for each user, message, and utilizes the information in the second com- 

calendar information for each user, etc.). The data may be 50 mand message to locate the selected messages in server 104 

accessed and manipulated by issuing command messages and, example, either provide the text of the selected mes- 

from mobile device 106. sages in a second reply message to mobile device 106, or 

Mobile device 106 can comprise a PDA having a wireless forward the selected messages to mobile device 106 as 

communication interface, wherein a user can send/receive independent email messages. 

command messages to a specific email address associated 55 In one embodiment of the invention, the user can establish 

with server 104 (e.g. bot@company.com). The email an email address at server 104 for receiving messages 112 

address provides an interface for transmitting commands from other users and/or other devices in network system 

and receiving data. The command message comprises iden- 100. Messages sent to the user from other users are main- 

tification information for data in server 104 and, one or more tained in a mail queue for that user. The user can utilize a 

commands for managing the data resident on server 104 or 60 mobile device 106 to command bot service 108 to manage 

any other server configured to accept command directives the user's message queue in the server 104 (or elsewhere in 

from bot service 108. Upon receiving the command message network system 100). The user can also provide text and 

from mobile device 106, bot service 108 recognizes the command bot service 108 to send the text as a message to 

email address associated with mobile device from which the another user from server 104 using the user's email address 

command was transmitted, obtains the email address from 65 at server 104, rather than the user sending a message to 

database 110, and locates the information maintained in another user directly from the user's device 106 (e.g., the 

server 104 for the user identified in the command message user can keep his/her mobile device email address private). 
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The invention contemplates the use any mobile device 106 and server 104. For example, server 104 or any other 

that is registered with the system. For example, a user can server connected to network system 100 may comprises a 

use two or more mobile devices 106, each having a unique registration interface 116 (e.g., an HTML based registration 

email address, to communicate with bot service 108 for web page) for a user to interact with the web interface using, 

managing the user's email queue at server 104. Because the 5 for example, a web browser. For each mobile device 106, the 

user can utilize multiple mobile devices 106 to manage user may utilize registration interface 116 to provide infor- 

his/her email queue, rather than directly sending messages to mation to server 104 via registration interface 116. In other 

other users from each of individual mobile device 106, the embodiments of the invention, the user may register a 

user need only be concerned with managing the one message mobile device by submitting information via email or any 

queue, rather than a message queue for each of mobile no other mechanism for communicating the registration infor- 

devices 106 for messaging with other users. The message mation to the system. The information provided by the user 

queue may reside in server 104, or any other server config- during registration comprises user profile information and 

ured to interface with bot service 108. mobile device 106 information. User profile information 

In accordance with an embodiment of the invention, ma y comprise, for example, user identification information, 

mobile device 106 comprises an email interface for sending 15 a user's mail/message server information at server 104, 

email messages to bot service 108 (which may be on server email account address and password of the user for the mail 

104 or any other server connected to the network) and for server, etc. Mobile device information may comprise one of 

receiving email messages from server 104. As the above several types recognized by bot service 108, and the email 

example illustrates, the user utilizes the command API of bot address for mobile device 106. Bot service 108 can maintain 

service 108 to generate and transmit email messages from 20 the user P rofile and mobile device information in database 

mobile device 106 to server 104, wherein the email mes- HO. 

sages comprises commands for bot service 108 to manage cvax™ p oppp atthm 

information in server 104. Bot service 108 then executes the tAAMat uriiKAi iuin 

commands and provides responsive information to the user An example operation scenario in which an employee of 

via email messages transmitted from the server 104 to 25 a corporation utilizes email enabled mobile devices 106 to 

mobile device 106. manage information (e.g., user's message/mail queue and 

In an embodiment of the invention, bot service 108 calendar information) on a server 104, is now described, 

comprises a command interpreter for receiving commands The user first registers mobile device 106 with bot service 

encapsulated in an email messages from mobile device 106, ^ 108 by using registration interface 116 (e.g. via a browser 

and executing each recognized command. For example, running on a personal computer). Using registration inter- 

upon receipt of a command message bot service 108 extracts face 116, the user utilizes an "Add User as a Bot User" 

the command from the message by separating the command selection to register with bot service 108. After providing 

data from the header information and other data transmitted personal profile information, mail server and calendar server 

in the email. Bot service 108 can parse multiple command information the user can register one or more mobile devices 

sets for managing different types of data maintained in 3 106 for access to the user's messages 112 and/or calendar 

server 104. A single command message may, for example, H4. 

contain multiple commands. Bot service 108 is configured to In an em bodiment of the invention, the user chooses a 

determine which portions of the command message contains mo bile device type from a pull down list of several mobile 

actual commands. ^ devices 106 at registration interface 116, then enters the 

Because the email interface in mobile device 106 is used email address associated with that mobile device 106. The 

to communicate with bot service 108, mobile device 106 user then presses an "Add New Device" button. The user 

need not be modified. If mobile device 106 does not already profile and mobile device information may be maintained in 

include a mechanism for secure communication, and one is database 110 which resides in server 102 or server 104. 

desired, a secure communication software/hardware module 45 To mo dify the user profile, such as to add/delete a mobile 

can be included in mobile device 106 for secure email device, or if the user moves to a different mail or calendar 

communication with server computer 104. server, the user can edit the user's bot user profile via 

The user can also utilize bot service 108 to maintain user's registration interface 116. After the user enters an employee 

calendar/scheduling information 114. The user may, for ID, or some other type of unique identifier, the user can 

example, utilize mobile device 106 according to the above 50 modify any aspect of his user profile or mobile device 

method to command bot service 108 to manage the user's information. For security purposes, the user may be asked to 

calendar information 114 (e.g., schedule an appointment, enter a current login password before any changes are saved 

cancel an appointment, include reminders, receive different to the database 110. After registration, the user can establish 

views of the calendar such as weekly or daily views, etc.). an email communication link between mobile device 106 

The user can also utilize mobile device 106 to command bot 55 and server 104, to send bot service 108 command messages 

service 108 to find the calendar of another user in network as described above. 

system, 100 and schedule an appointment with that other The following descriptions provides examples of how 

user by inserting an appointment at an available time. The different mobile devices 106 (e.g., PalmPilot, PageWriter 

user can also command bot service 108 to gather public 2000, AccessLink II, BellSouth IPS pager, Pac Bell GSM 

information available in the network system 100 (e.g., email 60 phone) may be connected to the system so that the user can 

addresses and information about other users) and provide use SUCD devices to manage data in server 104. 

that information to the user at mobile device 106. Bot Service Usage 

According to an embodiment of the invention, the user Referring now to FIG. 4, an example of the process 

may be using one or more mobile devices 106 once a utilized in one embodiment of the invention to configure a 

registration process is completed for each device. The reg- 65 mobile device for usage with the system is shown. At step 

istration interactive 116 provides users with a way to setup 400, the user configures the mobile device (e.g. a Palm Pilot 

a communication link between one or more mobile devices or other such portable computer) for usage with network. 
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For example, this step may comprise configuring a modem may also reply or forward text, and insert a copy of the 

or other mechanism for connecting to the interconnection user's original message, before sending it on to the recipient, 

fabric. At step 403, the user obtains access to registration Note that in one embodiment of the invention, a valid email 

interface and inputs the email address associated with the address or addresses may be placed in the second set of 

mobile device. At step 406, the user initiates the bot service 5 brackets on the "[ ] fwd to [ ]" line shown above if the user 

by transmitting a command message (e.g. an email message) wishes to use this option, 

to an electronic address associated with server (e.g. If the user wishes to retrieve a copy of today's calendar 

bot@company.com). The body of the command message entries from the user's calendar residing on server 104, the 

contains a command such as: sendheaders: nn, where nn is user may do so by responding to the menu email and placing 

an optional number of headers the user would like to have 10 an "x" between the brackets next to a "Cal View" line. The 

retrieved from the server by bot. By default a certain number user can also specify an alternate date (mm/dd/yy), as well 

of headers may be retrieved (e.g. 10). At step 407, server 104 as request "day", week or "month" views using the -v flag, 

transmits a response message to the mobile device. At step If the user has assigned the correct permissions to the user's 

408, the user may interact with the reply message. The reply calendar, the user can add a new calendar entry using the 

message may comprise a menu of command alternatives. 15 "Cal Mod" option shown above. 

The reply message sent from the bot service to the mobile The user can also lookup names from a company names 

device in response to the command message may, for list database by using a "Name" option provided. By default 

example appear as follows: the, output is in a short format. If the user would like more 

[ ]Cal View: -d today -v day detailed output, the user may precede the name the user is 

[ ]Cal Mod: add -d today -s hh:mm pm -e hh:mm pm -t 20 lookin g for ^ a " + " For exam P le: 

desc 
[ ]Name:x 

[ JDelete Mail:nn Note that wildcards ("*") are supported for searching for 

r c n , „_ partial names. The user may delete email (moved to a folder 

[ JMove Folder: n n fldr 25 / \ 

r -\\a 1 v c k* y named Trash in the user s mail tolder directory), or move 

I JMail. to. A Subject, a one Qr more messa g e s to a folder using the appropriate 

-end sendmail-- options in the menu. 

Mail Hdrs@ll:53 AM: The last line of the menu allows the user to initiate email 

1 Jake Smyth 2k 30 ^ om me user ' s mobile device. After filling in the "to" and 
Testing the Bot "subject" lines, the user may enter the user's message, 

2 Jake Smvth lk making sure to keep it above the "--end sendmail--" delim- 
Wow, the Bot is coollTo retrieve individual messages iter - Note ' hat . email scnt , this wav fe KSCD [ fm ™ ?* hin 

from the header listing, the user may place a c ° m P anv h ,»™« ** user s emad account-thereby hidmg the 

character in front of the message numbers). For 35 address 0 L ,he . users mobll u e dev,ce . fr ° m «« message 

example, to retrieve message 1 above and reply to ™V ieal : ™ ,s 15 ™P°rtant, because it aUows the user to 

the headers/menu email the user may modify the have a smgle mail queue to manage, not a different mail 

message body to look as follows: 1 u ? ue for ea f h ™ bllc dev,ce - 

\a "ii.li An <-i a\a general, the user can perform multiple operations 

Mail Hdrs@ll :53 AM: ^ within me same reply tQ me bol ( such ^ oame 

s-1 Jake Smyth 2k lookup, and mail message retrievals). However, in one 

Testing the Bot embodiment of the invention, the "Move Folder" and 

2 Jake Smyth lk "Delete Mail" operations are initiated as a single request 

Wow, the Bot is cool! Once the user retrieves a message, since they affect the state of the user's mail queue. If the user 

the user can perform a variety of operations on it, by 45 attempts to perform other operations in association with the 

using the mini-menu included at the top of the move and/or delete operation the operations will be ignored, 

message to initiate additional command messages. Bot Service Usage: 

(e.g. at step 408) Once the command is selected, step The process utilized, by one embodiment of the invention, 

406 may re -execute and the command is transmitted to interact with a mobile device (e.g.a Page Writer 2000) is 

to the bot service. Atypical message retrieved might, 5Q discussed below. Referring now to FIG. 5, a flow diagram 

for example, appear as follows: showing the process utilized by one embodiment of the 

Frm: Jake Smyth 2k invention to manage information on a server from a pager is 

Testing the Bot shown. At step 500, a bot user profile is generated. For 

To- iake smyth example, the user may add an email address associated with 

^ k ots 55 the pager to the user's bot profile. Other information such as 

the user's name may also be specified a this step. The user 

L Jreply to sender msg 1: maV) f or exam pi e use a browser to interact with a user 

--end reply to sender- interface that provides a way to modify and/or update the 

[ ]reply to ALL — msg 1: user's bot profile. At step 503, the mobile device is config- 

--end reply to ALL— 60 ured to interface with the bot service. The user may, for 

[ ]fwd to [ ] msg 1: example, setup the pager device's "quicktext" feature with 

--end fwd- ^ e st " n 8 s usle d below. This will help the user reduce typing 

This is a test of the Bot! !! and P rov ^ e user w * m a predetermined set of command 

By placing an "x" in one of the options in the menu, and messa S es which the user ma y utilize t0 interact ^ the bot 

filling in the necessary body of the reply (above the "end" 65 service - 

line), the user can send that email off to bot service 108, (and cal mod: add -d today -s hh:mm pm -e 

thereby submits an additional command message). The user hh:mm pm -t desc 
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send cal: -d today -v week command message and transmits the results to the mobile 

send headers: device ( e S- sle P 511 )- 

delete mail' n n ^ nce user rece * ves tne resu l ts > which may be sent in 

email form, step 513 executes and the user may respond to 

move folder: n n fldr 5 the resuhs by transmitting and email t0 the sendee For 

fetch mail; n n n example, the user my reply to the sender by using the "reply 
forward mail; addr n bod mail: n bod" or to everyone on the original distribution list 
reply mail; n bod by using "replyall maU:n bod", where "n" represents the 
reply all mail- n bod message number the user are replying to. A copy of the 
. ' , . 10 original message may be included in the user's reply auto- 
send mail; To: Sub; Bod; matically. 

send name; xx If the user want to retrieve a copy of today's calendar 

An electronic mail interface or other mechanism for sending entries from the user's calendar, the user may use the "send 

data to the bot service is also configured at this step. At step cal:.." command entry mentioned in step 503 to compose a 

505, the user transmits the command message to an address 35 new message to bot@sun.com with the command included, 

associated with the bot service. In one embodiment of the then send it off. The user can also specify an alternate date 

invention, sending a command message to an address asso- (mm/dd/yy), as well as request "day", "week" or "month" 

ciated with the bot service initiates the bot service. The user v f ews t he -v flag. If the user has assigned the correct 

may transmit a command message by, for example, sending permissions level to the user's calendar, the user may add a 

an email to the email address associated with the bot service 2 q new calendar entry using the "cal mod:..." option. The user 

and/or the server comprising the message data to be man- mav lookup names from a company names list database by 

aged (e.g. bot@company.com). The body of the email may us ing the "send name;" command. By default, output is in 

contain, for example the following command message: "short" format. If the user would like more detailed output, 

send header: nn the user may precede the name the user is looking for with 

Where "nn" is an optional number of headers the user would 25 a "+". For example: 
like the bot to retrieve for the user. At step 507, the command 

encapsulated in the command message is performed. If the [*]Name:+jake.smyth* 

command message requests that headers be sent, the bot VT , , j ^*„x j ^ 1 - r 

service will obtain the data necessary to retrieve the No,e ; hat Wlldcards < ' ) are su PP° rted for for 

requested commands. By default, user's last 10 headers are 30 P 3 ^* 1 names - 

retrieved. In some instances, mobile devices (e.g. pagers ,™ e may ' w '.T , ( 1° " 

such as the PageWriter 2000) have a character per message Trash 10 the user s ™* folder directory), or move one or 

limit (e.g.450), therefore, requesting more than 10 headers more me ? sa 8f s 10 a fo ! de u r the. appropriate 

might possibly cause the return email listing the user's co ™ ma " d stnn S s listed above To initiate an email from a 

headers to be truncated. 35 moblle dev,ce ^ 35 lhe Pinter, the user may use the 

At step 509, the bot service and/or the server, for example, ^cktext option to generate a command suet, as "send 

may send a reply message containing the data obtained as a ™il:To:Sub:Bod: When the user sends email step 515 

result of the command message. An embodiment of the tx ™** and the addrei f Ration associated with the 

invention sends a reply message comprising a header listing mob u ll f device ff dm 8 f lhe emai1 15 removed and ' e P laced 

back to the user. The user may interact with the header 40 w,th the new addre^ information associated wnh the user s 

. . . „ • „ _ t i V _ . t tn f . email account on the server. Address information associated 

listing which comprises the email sent from the bot to the . , t . 

user's pager in response to the command message sent by Wlth semce , may also be placed in such ema.l 

the user in step 505. In one embodiment of the invention, the messages. Thus, email sent by the user is resent from within 

header listing appears as follows: me """P^ havm f tne f r c ^ a t USI °f the f r u s 

bot@company.com Hdrs] 45 



company email address-thereby hiding the address of the 
user's mobile device from the message recipient. This is 



1 Jake Smyth 10K important, because it allows the user to have a single mail 
Testing the Bot queue to manage, not a different mail queue for each mobile 

2 Jake Smyth IK device. 

Wow, the Bot is cool! 50 EXAMPLE SERVER ARCHITECTURE 
To retrieve one or more of these messages, the user may 

reply to the header listing. This generates another command FIG. 3 shows a block diagram of an example architecture 
message and causes step 511 to execute. For example, in one of an embodiment of a network system 300 in which the 
embodiment of the invention, replying to the header listing present invention can be implemented. The network system 
lists out the message numbers the user would like sent to the 55 300 includes one or more email capable mobile devices 301 
user's pager. For example, if the user wants both messages (e.g., mobile device 106 in FIG. 1) connected to one or more 
shown above, the user may simply reply to the email with: email capable server computing systems 330 (e.g., server 
12. For mobile devices that have a 450 character per 104 in FIG. 1). A server 330 includes a bus 302 or other 
message limitation, (such as the PageWriter), the invention communication mechanism for communicating information, 
contemplates the use of a split utility which may be built into 60 and a processor (CPU) 304 coupled with the bus 302 for 
the bot service. For example, to retrieve the first three processing information. The server 330 also includes a main 
"chunks" of message 1 above, the user may reply to the memory 306, such as a random access memory (RAM) or 
header listing with: "I 1-2 1-3". This causes the bot to other dynamic storage device, coupled to the bus 302 for 
retrieve the first three 450 character sections of message I, storing information add instructions to be executed by the 
and forward them to the user's pager. In general, replying to 65 processor 304. The main memory 306 also may be used for 
the reply message (e.g. the header listing) causes the inven- storing temporary variables or other intermediate informa- 
tion to perform the command encapsulated in the second tion during execution or instructions to be executed by the 
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processor 304. The server computer system 330 further 302. Transmission media can also take the form of acoustic 

includes a read only memory (ROM) 308 or other static or light waves, such as those generated during radio wave 

storage device coupled to the bus 302 for storing static and infrared data communications. 

information and instructions for the processor 304. A storage Common forms of computer-readable media include, for 

device 310, such as a magnetic disk or optical disk, is 5 example, a floppy disk, a flexible disk, hard disk, magnetic 

provided and coupled to the bus 302 for storing information tape, or any other magnetic medium, a CD-ROM, any other 

and instructions (e.g., the storage device 310 can store the optical medium, punch cards, paper tape, any other physical 

data base 110, messages 112, calendar 114, program code medium with patterns of holes, a RAM, a PROM, an 

and data for the user interface code 116, program code and EPROM, a FLASH-EPROM, any other memory chip or 

data for bot service 108, etc.). The bus 302 may contain, for cartridge, a carrier wave as described hereinafter, or any 

example, thirty-two address lines for addressing video other medium from which a computer can read, 

memory or main memory 306. The bus 302 can also include, Various forms of computer readable media may be 

for example, a 32-bit data bus for transferring data between involved in carrying one or more sequences of one or more 

and among the components, such as the CPU 304, the main instructions to the processor 304 for execution. For example, 

memory 306, video memory and the storage 310. 15 the instructions may initially be carried on a magnetic disk 

Alternatively, multiplex data/address lines may be used of a remote computer. The remote computer can load the 

instead of separate data and address lines. instructions into its dynamic memory and send the instruc- 

In one embodiment, the CPU 304 comprises a micropro- tion u s over a ^Jf phone line using a modem A modem local 

cessor manufactured by Motorola(R), such as the 680x0 t0 * he server 3 ?° receive the data on the telephone line 

J „ e 4 jut* un\ and use an infrared transmitter to convert the data to an 

processor, or a microprocessor manufactured by Intel(R), ™ . f j ■ 1 A • c j ^ * * 1 j . *l l im 

u *u onvo/c n *• /n\ cmnAm m * ra re o signal. An infrared detector coupled to the bus 302 

such as the 80X86, or Pentium(R) processor or a SPARC(R) can ^ data carrfed {n ^ MT J d and 

microprocessor from Sun Microsystems(R). However, any me data QD me bus 302 The blls 302 carries f h& data £ the 

other suitable microprocessor or microcomputer may be main memory 106 from which the processor 304 retrieves 

utilized. The main memory 306 can comprise dynamic and executes the instmctions. The instructions received from 

random access memory (DRAM). And video memory (not 25 lhe main memory 306 may optionally be stored on the 

shown) can comprise a dual-ported video random access storage device 310 either before or after execution by the 

memory. processor 304. 

The server 330 may be coupled via the bus 302 to a The server 330 also includes a communication interface 
display 312, such as a cathode ray tube (CRT), for displaying 318 coupled to the bus 302. The communication interface 
information to a computer user. An input device 314, includ- 30 318 provides a two-way data communication coupling to a 
ing alphanumeric and other keys, is coupled to the bus 302 network link 320 that is connected to the world wide packet 
for communicating information and command selections to data communication network now commonly referred to as 
the processor 304. Another type or user input device com* the Internet 328. The Internet 328 uses electrical, electro- 
prises cursor control 316, such as a mousse, a trackball, or magnetic or optical signals that carry digital data streams, 
cursor direction keys for communicating direction informa- 35 The signals through the various networks and the signals on 
tion and command selections to the processor 304 and for the network link 320 and through the communication inter- 
controlling cursor movement on the display 312. This input face 318, which carry the digital data to and from the server 
device typically has two degrees of freedom in two axes, a 330, are exemplary forms or carrier waves transporting the 
first axis (e.g., x) and a second axis (e.g., y) that allows the information. 

device to specify positions in a plane. 40 In another embodiment of the server 330, interface 318 is 

According to one embodiment of the invention, the steps connected to a local network 322 via a communication link 

of bot service 108 are performed by the server 330 in 320. For example, the communication interface 318 may be 

response to the processor 304 executing one or more an integrated services digital network (ISDN) card or a 

sequences of one or more instructions contained in the main modem to provide a data communication connection to a 

memory 306. Such instructions may be read into the main 45 corresponding type of telephone line, which can comprise 

memory 306 from another computer-readable medium, such part of the network link 320. As another example, the 

as the storage device 310. Execution of the sequences of communication interface 318 may be a local area network 

instructions contained in the main memory 306 causes the (LAN) card to provide a data communication connection to 

processor 304 to perform the process steps described herein. a compatible LAN. Wireless links may also be implemented. 

One or more processors in a multi-processing arrangement 50 In any such implementation, the communication interface 

may also be employed to execute the sequences of instruc- 318 sends and receives electrical electromagnetic or optical 

tions contained in the main memory 306. In alternative signals that carry digital data streams representing various 

embodiments, hard-wired circuitry may be used in place of types of information. 

or in combination with software instructions to implement The network link 320 typically provides data communi- 

the invention. Thus, embodiments of the invention are not 55 cation through one or more networks to other data devices, 

limited to any specific combination of hardware circuitry For example, the network link 320 may provide a connection 

and software. through the local network 322 to a host computer 324 or to 

The term "computer-readable medium" as used herein data equipment operated by an Internet Service Provider 

refers to any medium that participated in providing instruc- (ISP) 326. The ISP 326 in turn provides data communication 

tions to the processor 304 for execution. Such a medium 60 services through the Internet 328. The local network 322 and 

may take may forms, including but not limited to, non- the Internet 328 both use electrical, electromagnetic or 

volatile media, volatile media, and transmission media. optical signals that carry digital data streams. The signals 

Non-volatile media includes, for example, optical or mag- through the various networks and the signals on the network 

netic disks, such as the storage device 310. Volatile media fink 320 and through the communication interface 318, 

includes dynamic memory, such as the main memory 306. 65 which carry the digital data to and from the server 330, are 

Transmission media includes coaxial cables, copper wire exemplary forms or carrier waves transporting the informa- 

and fiber optics, including the wires that comprise the bus tion. 
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The server 330 can send/receive messages and data, 
including email, program code, through the network, the 
network link 320 and the communication interface 318. 
Further, the communication interface 318 can comprise a 
USB/Tuner and the network link 320 may be an antenna or 
cable for connecting the server 330 to a cable provider, 
satellite provider or other terrestrial transmission system for 
receiving messages, data and program code from another 
source. 

The example versions of the invention described herein 
are implemented as logical operations in a distributed pro- 
cessing system such as the network system 300 including the 
servers 330. The logical operations of the present invention 
can be implemented as a sequence of steps executing in the 
server 330, and as interconnected machine modules within 
the network 300. The implementation is a matter of choice 
and can depend on performance of the network 300 imple- 
menting the invention. As such, the logical operations con- 
stituting said example versions of the invention are referred 
to for e.g. as operations, steps or modules. 

Similar to a server 330 described above, an email capable 
mobile device 301 can include a processor, memory, storage 
device, display, input device and communication interface 
(e.g., email interface) for connecting mobile device to the 
Internet 328, the ISP 326, or LAN 322, for communication 
with the severs 330. 

The network system 300 can further include more email 
capable computers (e.g., personal computers) 305 operating 
the same manner as email capable mobile devices 301, 
wherein a user can utilize one or more computers 305 to 
manage data in the server 330 using bot service 108 therein. 

Thus, a method and apparatus for remotely managing data 
via a mobile device is described in conjunction with one or 
more specific embodiments. Although various example 
embodiments have been described, it will be understood that 
the invention is not limited to these described examples. The 
invention is defined by the claims and their full scope of 
equivalents. 

What is claimed is: 

1. A system for remotely managing information compris- 
ing: 

means for obtaining a command message from a mobile 

device, said command message comprising an action to 

be performed on data; 
means for deriving a result by performing said action on 

said data on behalf of said mobile device; 
means for obtaining a mobile address, said mobile address 

being associated with said mobile device; 
means for transmitting said result to said mobile address 

in response to said command message; 
means for generating a response to said result, at said 

mobile device, by formulating an electronic mail 

message, said electronic mail message having said 

mobile address; 
means for transmitting said electronic mail message to an 

intermediary; 
means for removing said mobile address; 
attaching a server address to said electronic message. 

2. The system of claim 1 wherein said address associated 
with said mobile device resides on a server computer. 

3. The system of claim 1 wherein said command message 
is transmitted to a bot address, said bot address being 
associated with a bot service. 
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4. A method for remotely managing information compris- 
ing: 

obtaining a command message from a mobile device, said 
command message comprising an action to be per- 
formed on data; 

deriving a result by performing said action on said data on 
behalf of said mobile device; 

obtaining a mobile address, said mobile address being 
associated with said mobile device; 

transmitting said result to said mobile address in response 
to said command message; 

generating a response to said result, at said mobile device, 
by formulating an electronic mail message, said elec- 
tronic mail message having said mobile address; 

transmitting said electronic mail message to an interme- 
diary; 

removing said mobile address; 

attaching a server address to said electronic mail mes- 
sages. 

5. The method of claim 4 wherein said result comprises a 
reply message, said reply message comprising a list of 
command alternatives associated with said result. 

6. The method of claim 4 wherein said address associated 
with said mobile device resides on a server computer. 

7. The method of claim 4 wherein said command message 
is transmitted to a bot address, said bot address being 
associated with a bot service. 

8. A computer program product comprising: 

a computer readable medium having a computer program 
product for remotely managing information embodied 
therein, said computer program product configured to: 
obtain a command message from a mobile device, said 
command message comprising an action to be per- 
formed on data; 
derive a result by performing said action on said data on 

behalf of said mobile device; 
obtain a mobile address, said mobile address being 

associated with said mobile device; 
transmit said result to said mobile address in response 

to said command message; 
generate a response to said result, at said mobile device, 
by formulating an electronic mail message, said 
electronic mail message having said mobile address; 
transmit said electronic mail message to an intermedi- 
ary; 

remove said mobile address; 

attach a server address to said electronic mail message. 

9. The computer program product of claim 8 wherein said 
address associated with said mobile device resides on a 
server computer. 

10. The computer program product of claim 8 wherein 
said command message is transmitted to a bot address, said 
bot address being associated with a bot service. 

11. An apparatus for remotely managing information 
comprising: 

a processor; 

a memory medium coupled to said processor; 

a computer program product executing in said memory 

medium, embodied therein, said computer program 

product configured to: 

obtain a command message from a mobile device, said 
command message comprising an action to be per- 
formed on data; 

derive a result by performing said action on said data on 
behalf of said mobile device; 
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obtain a mobile address, said mobile address being 
associated with said mobile device; 

transmit said result to said mobile address in response 
to said command message; 

generate a response to said result, at said mobile device, 
by formulating an electronic mail message, said 
electronic mail message having said mobile address; 

transmit said electronic mail message to an intermedi- 
ary; 
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remove said mobile address; 

attach a server address to said electronic mail message. 

12. The apparatus of claim 11 wherein said address 
associated with said mobile device resides on a server 
computer. 

13. The apparatus of claim 11 wherein said command 
message is transmitted to a bot address, said bot address 
being associated with a bot service. 
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